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Misleading content is a threat to humans

Fauci always knew HCQ worked for #COVID19
virologyj.biomedcentral.com/articles/10.11... #FauciEmails

Virology

Journal

virologyj.biomedcentral.com
Chloroquine is a potent inhibitor of SARS coronavi...

Background Severe acute respiratory syndrome
(SARS) is caused by a newly discovered coronaviru...

Q THE CORONAVIRUS CRISIS
Man Dies, Woman Hospitalized After
Taking Form Of Chloroquine To Prevent
COVID-19

March 24, 2020 - 4:20 AMET

SCOTT NEUMAN

NU IT'S NOT ITALY OR USA

IT'S INDIA'S W(llllll BEST HEALTH

Image of Xiamen University Malaysia (XMUM) is shared as
that of AIIMS, Bilaspur



Misleading content is a threat both to humans and machines
Gun deaths in Florida

Number of murders committed using firearms
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NLP Fact-Checking relies on (Counter)-Evidence

(Counter-)
| Evidgence
;'"s'ya'h'éy'ié """" | Can b'e'r'r?a{]é"";
. the capital of . ' the capital of :
. Australia. ' Australia. i

The evidence
contradicts the claim.

NLP Fact Checking
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Hydroxychloroquine
i cures COVID-19.
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(Initially) no contradicting
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Debunking is complex!

“Hydroxychloroquine cures COVID-19.”

PROOF

Chloroquine is a potent inhibitor of SARS
coronavirus infection and spread
Martin J Vincent, Eric Bergeron, ... Stuart TNI:1{elERaei i RN e
=+ show authors
@ Virology Journal

She alleges RIMSIWBIA is currently used in
alien DNA y @

s rIRerlnEe, and that scientists are ) Fr_om 2005 '
. . - Different Virus
cooking up a vaccine to prevent people from CONTACT _Invitro

being religious. And, despite appearing in




Research on fact-checking only partially considers context

The goal is to stop people from believing false claims

HOW?

What makes the claim false? =~ AFC focuses on this ° ]

~’

Why was it believed to
be true?

9 The very important

Why is the alternative o Dutless studied part o

correct?
Lewandowsky etal, (2020) NV T L o e e o e e e e e e e e e e e -~

- e - Ew .




Visual misinformation is dominating the space
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80% of the claims are multimodal
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Missci: Reconstructing the Fallacies in Misrepresented Science
Max Glockner, Yufang Hou, Preslav Nakov and Iryna Gurevych. ACL 2024.

Grounding Fallacies Misrepresenting Scientific Publications in

Evidence
Max Glockner, Yufang Hou, Preslav Nakov and Iryna Gurevych. NAACL 2025.




We need to assess a claim based on its sources

Automated Fact
Checking

Automated Fallacy
Detection

Insufficient surface

No counter-evidence

information

A ﬁ Hydroxychloroquine is a cure for COVID-19.

Cites a scientific Detect applied
publication fallacies

Chloroquine is a potent inhibitor of SARS
coronavirus infection and spread

Martin J Vincent, Eric Bergeron, ... Stuart T Nichol &1
=+ show authors




We propose to reconstruct the fallacious arguments

5 o -
o Y Hydroxychloroquine is a cure for COVID-19.
c
Composition Equivalence
4
% Fallacious Premise 1: The results can be Fallacious Premise 2: SARS-CoV-1 and SARS-
— transferred to humans because the human body CoV-2 are both coronaviruses. Therefore, they can
consists of cell structure. be treated the same way.
Fallacy Context 1. The study Fallacy Context 2: The study
5 used cell cultures for their experiments. was conducted on SARS-CoV-1.
s
- [ Accurate Premise: Chloroquine reduced infection of the coronavirus. }

\ Paraphrased content of the misrepresented publicatioy




We create Missci based on fact-checking articles

Missci MissciPlus

» -

Collect Select Reconstruct Retrieve

Rely on expert- Manually identify all Manually reconstruct Use IMS (Wright et al,, Consolidate passage
written fact-checking cases in which a the fallacious 2022) to preselect annotations
articles. scientific publication arguments guided by relevant passages.

is misrepresented. the fact-checking 114 Arguments
8,695 linked article. [ Fallacy Context ] 694 Passages
documents in 208 links to 2,257 Labels

misrepresented 184 arguments
527 fact-checking scientific Cohen’s k: 0.602
articles publications from 435 necessary

fallacious reasoning
150 fact-checking steps
articles

- Passage

), Health Feedback

S} Ranked Passages




Locating the required passages is challenging

Task:

Given the claim and all passages of the

misrepresented publication:

S—

Hydroxychloroquine is
a cure for COVID-19.

Accurate Premise:
Chloroquine reduced
infection of the
coronavirus.

4 )
Fallacy Context 1: The
study used cell cultures

for their experiments.

-

-

Fallacy Context 2: The

study was conducted on
SARS-CoV-1.

- J

J
~

What is the claim
based upon?

What content
points to fallacies?

Type

Term frequency BM25 0.547 0.496
SBERT (Reimers et al. 2019) 0.400 0.520
PubMedBERT ST (Deka et al. 2022) 0.440 0.489

Sentence BioBERT ST (Deka et al. 2022) 0.547 0.491

Transformer
SapBERT ST (Deka et al. 2022) 0.480 0.504
INSTRUCTOR (Su et al. 2022) 0.573 0.541
SPICED (IMS) (Wright et al. 2022) 0.587 0.524
SciFact (Wadden et al. 2020) 0.603 0.360

Scientific Fact- .

Checking CovidFact (Saakyan et al. 2020) 0.517 0.380

(DeBERTaV3) HealthVer (Sarrouti et al. 2021) 0.608 0.368
All Scientific Fact-Checking 0.608 0.306




Predict the fallacy class of the fallacious premises

Simplified Task:
Predict the applied fallacy class when the
fallacious premise is provided.

Explore prompts containing:
Definition, Logical Form, Example

Example: Fallacy of Composition

Definition:
Inferring that something is true of the whole from the
fact that it is true of some part of the whole.

Logical Form:
A is part of B. A has property X. Therefore, B has
property X.

Example:
Hydrogen is not wet. Oxygen is not wet. Therefore,
water (H20) is not wet.

LLM Prompt | Acc. F1
- 0.493  0.406
Def. 0.577 0.464
Def. + Logical 0.630 0.476

LLaMA 2  Def. + Example 0.637 0476
Def. + Logical + Example | 0.568 0.459
Logical 0.601 0.472
Logical + Example 0.645 0.499
Def. 0.738  0.649

GPT 4 Logical 0.744 0.624
Logical + Example 0.771  0.682

Both evaluated LLMs

perform decently.



Evidence biases the LLM to believe the claim iIs true

Missci CovidFact HealthVer

Misinformation 100 True claims
I S I 0
Parametric Llama 2 (70B) 61.1 37.3 34.7 22.3 41.3
Knowledge Llama 3 (8B) 0.0 86.9 2.4 20.0 43.3 14.3
GPT 4 0.0 85.3 14.7 59.0 23.0 17.3
GPT 3.5 1.2 71.0 28.2 46.7 17.3 35.7
RAGStyle  Llama2 (708) 23.8 615 12.7 58.7 29.7 10.7
Llama 3 (7B) 44.4 53.2 2.4 80.3 16.3 3.3
GPT 4 27.4 34.1 38.5 55.0 4.0 41.0
GPT 35 38.9 31.7 29.0 78.0 5.3 16.0
Now considers Has a tendency to

claims correct! know the veracity



Conclusion

Novel formalism to combat real-world

misinformation Realistic
7 scenario

Novel benchmark to test critical reasoning </

abilities of LLMs -

Bridge the gap between automated fact-
checking and fallacy detection.

Evidence from the misrepresented
publication biases the LLM to believe the
claim is true.




“Image: Tell me your story!” Predicting the original meta-context

of visual misinformation
Jonathan Tonglet, Marie-Francine Moens, and Iryna Gurevych. EMNLP 2024

COVE: COntext and VEracity prediction for out-of-context images
Jonathan Tonglet, Gabriel Thiem, and Iryna Gurevych. NAACL 2025




We need to identify the original context of images

Traditionally we focus on ...

Verdict prediction >  Claim is true/false

ELENSEL Y- Instead, let’'s focus
g . Y (&‘f} 5 on ..

: 'Chi'nrawv‘i'c'timsfo_f 'Coron Virus Image The image was taken
contextualization in Frankfurt [...]

Image contextualization is an important component of human fact-checking

This is an image of
Coronavirus victims in

To engage in pre-
bunking
communication

To detect check- To detect out-of- To write convincing
worthy images context images debunking articles




We contextualize images with the 5 Pillars framework

This is an image of Coronavirus Let's find out the original context 9
victims in China of this image! M

YES

To report on
an art project

NN [/ /

Frankfurt, March 24th,
Germany 2014

Reuters

Chma vuctums of Corona Vlrus

The 5 Pillars framework was introduced by FirstDraft in Urbani (2019).




Human fact-checkers use many tools

Reverse
Image Search

Matching web images Web page content

Keyword Standard
extraction Image Search

Standard tools

Tools for geolocation and chronolocation

Street Satellite Sun Angle W Weather
Imagery Imagery Analysis Analysis

/&

"image : Flaticon.com". This cover image was designed using resources from Flaticon.com



We create the real-world 5Pils and 5Pils-OOC datasets

N

AF

~

S

[ 5Pils-00C }

Collectimages and labels from fact-checking articles PESA E# 2“CHECK
o 1676images CHECK FAQ'l LV
o Manipulated, fake, and out-of-context images
o  Strong representation of Eastern Africa and South Asia contexts

Extract ground truth context labels from the articles with GPT4

Ground truth labels are validated by human annotators (97.6% correct)

Only suitable for image contextualization

Subset of 5Pils

o 624 images, 624 out-of-context captions, 624 true captions

o False claim: extracted from the article with GPT4

o  True claim: generated based on the date, location, and motivation labels with GPT4
Additional context labels: People, Things, and Events
Suitable for image contextualization and verdict prediction



COVE: improving contextualization for out-of-context images

Provenance

4 . ) Few- and Event Source ]
Reverse image [ — —
search . Things Date
2y _ L 3 prompting
4 . . ) L
This is an image of Direct Image
Coronavirus victims in China search
N : 5

2

-~
Wikipedia entities W
retrieval -*)

COVE

p
Automated )
captioning

@

Knowledge gap W
completion "‘))

"image : Flaticon.com". This cover image was designed using resources from Flaticon.com




Main challenge: accurate and reliable evidence retrieval

12.8 4.9

0.6 7.0 28.9 15.1 20.5 7.2 9.4
First error category (33%) Second error category (14%)
Incorrect wikipedia entities Incorrect web evidence
June 2011 W Tigrayan forces claim
Christchurch to capture new town

of Kombolcha

earthquake ":J

| - . Lgcation: ‘ I Location: Kombolcha
i Christchurch . .
[ Location: Kathmandu ] [ Location: Road to Abi Adi ]

"image : Flaticon.com". This cover image was designed using resources from Flaticon.com




COVE: combining context and verdict prediction

Numbered coffins are
carried during a funeral
service in Malta for 24 -
migrants drowned while
trying to reach Italy.

Source: AP Photo/Firdia Lisnawati

Date: December 31, 2014

Location: Surabaya, Indonesia
Motivation: To report on the recovery of
victims of AirAsia Flight 8501 [...]
People: Indonesian soldiers

Things: A coffin, soldiers, an air force base
Event: The arrival of a victim's coffin [...]

The caption 1s
out-of-context.

"image : Flaticon.com". This cover image was designed using resources from Flaticon.com



Conclusion

Novel task: automated image
contextualization

Novel datasets based on real-world fact-
checking articles

Better evidence retrieval on the open web
Is the main challenge for future work

More experiments, results and analysis in
the papers!



Protecting multimodal large language models against misleading

visualizations
Jonathan Tonglet, Tinne Tuytelaars, Marie-Francine Moens, and Iryna Gurevych. arXiv preprint.




A tale of global warming...

Average Annual Global Temperature in Fahrenheit, 1880 - 2015
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Your Turn: What is wrong with this chart?

Average Annual Global Temperature in Fahrenheit, 1880 - 2015
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Wait a minute ... that’s fishy

1880 1830 lisoo lig1o 1920 l1930 [1s40 [1ss0 [1ss0 l1970 lieso li9s0 2000 2010

"image : Flaticon.com". This cover image was designed using resources from Flaticon.com


https://www.khanacademy.org/humanities/world-history-project-ap/xb41992e0ff5e0f09:unit-2-networks-of-exchange/xb41992e0ff5e0f09:2-0unit-2-overview/a/read-project-x-a-guide-to-reading-charts-ap

A better way to display the same data

Average Global Temperature, 1880-2013
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Earth Policy Institute - www earth-policy org

1340 15980 1580 2000 2020
Source: NAZA GISE

Source: https://grist.org/article/2013-marked-the-thirty-seventh-consecutive-year-of-above-average-temperature/



What are misleading visualizations?

A chart or visualization is misleading if
its design leads to wrong interpretations
of the underlying data



RQ#1: How vulnerable are Multimodal LLMs to misleaders?

e 18 multimodal LLMs
o Commercial and non-commercial
o chart-specialized and general-purposed
e Task: chart question-answering
o  Why? It is the standard task to evaluate the chart comprehension
abilities of both humans and Al models

[ Misleading visualizations ‘ [ Non-misleading visualization

e 143instances e 124 instances
e 17 types of misleaders o Sourced from
o  Sourced from m CALVI (Geetal., 2023)
m CALVI (Geetal., 2023) m CHARTOM (Bharti et al., 2024)
m CHARTOM (Bharti et al., 2024) m VLAT (Leeetal,2017)
m Real-world cases (Lo et al.,, 2022) e Andthe common benchmark ChartQA

o 2500 instances

"image : Flaticon.com". This cover image was designed using resources from Flaticon.com



Multimodal LLMs are vulnerable to misleading visualizations

100

mmm  Misleading visualizations

g0 | ™= Non-misleading visualizations
B ChartQA A
80 | == Random baseline - Misleading visualizations

Accuracy (%)




RQ#2: How to mitigate the negative effects of misleaders?

Arnual GDP per Capita for Country Z

True or False: GDP per Standard
¥ capita for country Z grew 5 >
, faster from 2000 to 2003 F prompting False @
; than from 2005 to 2008. -

GOP per Capita (5)

The tick values on one axis are Visualization
et i%t:'gr:%aoce:d es'g" the  —— ., Misleader Waming > False @
Ados Y-axfs label: “GDP pe‘r Capita ($)” - ticks: 10K, 20K, [...] 40K = Visfﬂxizaﬁon False @
b‘ extraction X-axis label; “Year” - ticks 2000, 2001, [...] 2009. _] es
- v
. . Visualization —- Fal
| Year| GDP per Capita | Year | GDP per Capita | __,+ Axes + Table aise @
| | | | | A i?l
— | 2000 | 10,000 | 2005 | 31,000 |
able C——
- extraction —— 12001] 15000 | 2006 | 32,000 1 V'i“?';ggm — False @
l?‘ | 2002 | 20,000 | 2007 | 35,000 I EI
| 2003 | 25,000 | 2008 | 38,000 | A 4
| 2004 | 30,000 | 2009 | 40,000 |
Table-based
| ) oa —> False
Redraw - -
visualization

-
e B .=




Two methods stand out: table-based QA and chart redrawing

0 Visualization + Misleader warning Visualization + Axes Visualization + Table
20
10
0 e [ -___
-10
-20 Metric

mmm A accuracy - Misleading visualizations
W Aaccuracy - Non-misleading visualizations

1
w
=]

Visualization + Table + Axes Table-based QA Redrawn visualization

Aaccuracy (percentage points)
n [
o o

-
=]

gwen2vl-7B ovis1.6-9B  internvl2.5-8B gwen2vl-7B ovis1.6-9B  internvl2.5-8B qwen2vl-7B ovis1.6-9B  internvi2.5-8B



Conclusion

Multimodal LLMs are very vulnerable to
misleading visualizations

Dedicated mitigation methods are needed
to protect them

Table-based QA and redrawing the chart
are the most effective correction methods

An exciting and open new research
problem, with future works on the way



Misleading content is a threat to humans

NO, IT'S NOT ITALY OR USA

. Fauci always knew HCQ worked for #COVID1S
virologyj.biomedcentral.com/articles/10.11... #FauciEmails S 1ot \‘,_. i

virologyj.hiomedcentral.com
Chloroquine is a potent inhibitor of SARS coronavi...

Background Severe acute respiratory syndrome
(SARS) is caused by a newly discovered coronaviru...

Shsts

IT'S INDIR'S WORLD BEST HEALTH

% & Q & Image of Xiamen University Malaysia (XMUM) is shared as
that of AIIMS, Bilaspur

https://factly.infimage-of-xiamen-university-malaysia-xmum-is-shared-as-that-of-aiims-bilaspur/



Misleading content is a threat both to humans and machines

[ Misleading charts I I J

Average Annual Global Temperature in Fahrenheit, 1880 - 2015

110
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100

88
.

cn3RBNEREKEHRIFIAY

We need special debunking methods!

"image : Flaticon.com". This cover image was designed using resources from Flaticon.com



Concluding remarks and future research

L)
AN
>

{Misrepresented science (C } [ Pictures  @N }

e LLMs have limited critical reasoning e Automating image fact-checking is

abilities when it comes to fallacious not only about detecting false
scientific arguments claims, it is also reconstructing the
e LLMs tend to consider false claims true context of the image
as correct when they are based on o challenging task
misrepresented scientific o evaluation frameworks should
publications take into account both
e Opportunities for future research objectives
include synthetic data generation e Many opportunities for research on
and extension to other scientific retrieval-augmented and tool-based

domains LLMs for image contextualization



Concluding remarks and future research

[ Misleading charts * °° }

e MLLMs are vulnerable to misleading charts

O

O

This weakness can be exploited by malicious actors to
propagate disinformation

It is urgent to tackle this blind spot in automated chart
understanding research

e This is a new, open, and vast problem, with many possibilities for
future research

O

©)
©)
©)

We are lacking training and evaluation datasets

We need to understand better why MLLMs are deceived
Stronger correction methods

We can design Al methods to protect MLLMs and humans

"image : Flaticon.com". This cover image was designed using resources from Flaticon.com
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